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1. These comments have been prepared by the Bangladesh Legal Aid and Services Trust
(BLAST) in relation to the draft of the Bangladesh Telecommunication Regulatory
Commission Regulation for Digital, Social Media and OTT Platforms 2021 (‘the
Regulation’), published on its website by the Bangladesh Telecommunication
Regulatory Commission (‘BTRC’) for feedback from relevant stakeholders and
members of the public.

2. These comments are based on a review of the Regulations and on consultations by
BLAST with legal and digital rights experts.

3. The Regulation states that it aims to regulate how online content is provided, shared,
and used through digital media, social media and Over The Top (OTT) platforms, and
to provide a ‘robust complaints mechanism’ for users of digital platforms.

4. We are concerned at the wide scope of the Regulation, in particular regarding
prohibition of online content, lack of clarity regarding terminology, the requirement
for registration and implied control of digital and social media, and its wide-reaching
implications imposing restrictions on freedom of expression and freedom of the press.

5. We are particularly concerned that the Regulation through imposing restrictions on the
creation and dissemination of online content will create a chilling effect on freedom
of expression in relation to issues of rights and justice, including by and about
marginalised communities, and will inhibit democratic debate and discourse.

6. As noted in the Background to the Regulations, “digitalisation has paved the way for
the internet to become an integral part of people’s lives in Bangladesh”. Online speech
and expression are now critical not only to commercial operations, but also to
cultural activities, and social and development interventions. For BLAST and others
involved in the provision of legal services, digital and social media platforms have
been particularly important for us in providing awareness and education on legal
rights and remedies, to vulnerable communities across the country, and to increasing
access to justice. During the covid-19 pandemic, the pivoting to online platforms has
further highlighted the importance of online  communication and coordination.

7. In this context, there is a need for further policy initiatives and programmes to
strengthen the roll out of digital communications, and any regulations that restrict or
prohibit online content should be adopted only after careful consideration and
effective participation with all relevant stakeholders.

8. This Regulation appears to draw extensively upon concepts and terms contained in the
Digital Security Act 2018 (‘DSA’) and the accompanying Rules, which have already
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been widely criticised by the media and by rights and justice organisations across the
country and abroad, and have led to recent comments by the Hon’ble Minister of Law
among others noting that it may require amendments. There are also significant areas
of overlap between the Regulation and another draft instrument which seeks to
regulate online content - namely the Ministry of Information’s ওভার দ� টপ (ও��)
কনেট�িভি�ক পিরেষবা �দান এবং পিরচালনা নীিতমালা-২০২১ (খসড়া) (Draft Policy for OTT
Content-based Services and Management, 2021), and clarity is required as to their
application.

9. In this context, we urge the concerned authorities
● to withdraw these Regulations and instead to undertake review of the existing

legal framework on regulation of online content, to ensure these are within the
scope of fundamental rights, in particular the rights to equality and
non-discrimination, to protection under law and to freedom of expression and
privacy, as guaranteed under Articles 27, 28, 31, 39 and 43, and to the
provisions of Bangladesh’s obligations under international human rights law in
particular the International Covenant on Civil and Political Rights, the
Convention on the Elimination of All Forms of Discrimination against
Women, the Convention on the Elimination of All Forms of Racial
Discrimination, the Convention on the Rights of the Child and the Convention
on the Rights of People with Disabilities.

● to ensure full and effective participation of all relevant stakeholders, including
users of digital and social media, in particular women and girls, and members
of marginalised or vulnerable communities.

● to ensure any draft regulations are accessible to all stakeholders, being
available in Bangla, not only in English, and also in formats that are accessible
to people with disabilities

● to consider best practices from a range of countries, to ensure that any
proposed regulations do not result in restricting rights and opportunities, or
denying access to justice, access to information or access to services. For
example, in other jurisdictions, regulations do not cover news content, while
this does).

________________________________________________________________

Background / Preamble

10. The Regulations are very wide in terms of their scope and ambit, referring to any
online content or activity ‘that harms individual users’ or ‘threatens our way of life’.
They also appear to be beyond the terms of the High Court judgment to which they
refer (Writ Petition No. 4534/2020) in which orders were made to ‘regulate OTT
industry and to secure Government revenue’, insofar as they seek to extend also to
‘digital media and social media’.

11. While there is reference to a BTRC-established Committee set up pursuant to the
High Court’s orders, it is unclear whether this Committee has held any public
consultations with relevant stakeholders, in particular with users of digital and social
media platforms, including women and marginalised communities.
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Definitions

12. Many of the terms regarding prohibited online content are vague. This creates a risk
of their being interpreted differently by different people, and uncertainty in terms of
those creating, publishing, or sharing digital or social media content not knowing
whether or not they are liable for breaches of the Regulation. For example, here is no
clarification of key terms such as ‘over the top’, and ‘video on demand’. There are no
definitions of a number of key terms eg ‘official data’, ‘public data’, ‘private data’,
and ‘breach of Government secrecy’. ‘Disinformation’, ‘misinformation’, and ‘fake
news’ are not defined. There is also no clarity on the grounds on which any content
can be restricted or removed.

13. The Regulation appears to cover all apps, content, and services that provide access to
audio, video, and other media content delivered over the internet. It groups together
different OTT services, platforms and content providers and applies the same
obligations on both, without considering how these would impact differentially on
them.

14. The Regulation appears also to regulate all kinds of content e.g. all video content even
related to news and current affairs.

Objectives

15. Several of the stated objectives are undermined, not furthered, by the scope and ambit
of the Regulations. For example, the objective ‘to implement best practices and ITU
recommendations’ does not appear consistent with the specific content of the
Regulations. The objective of ‘attaining the Digital Bangladesh vision’ is undermined
by the content of the Regulations, which unreasonably limit and restrict freedom of
expression.

16. It is unclear how the objective of addressing ‘discrimination’ will be furthered where
members of marginalised and discriminated communities may be unable to engage in
producing or sharing online content which is prohibited by the Regulation. The lack
of any definition of ‘obscenity’ and the scope for its wide and subjective
interpretation is also likely to prevent securing the rights and interests of women and
girls - for example in relation to online content relating to sexual and reproductive
health and rights.

Registration

17. The onerous registration requirements may prevent social and digital media and OTT
platforms from operating if they are subject to prior approval from state authorities
and security agencies.

18. There is a risk that entities engaged in constructive but critical commentary of
powerful actors, or in asserting rights or demanding justice and accountability in
respect of corruption or human rights violations, may find it difficult to secure
registration.

Responsibility of Intermediaries
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19. The responsibilities of intermediaries – which include telecom service providers,
network service providers, internet service providers, web-hosting service providers,
search engines, online payment sites, online auction sites, online marketplaces and
cyber cafes (Rule 2.01 (h)) – are too widely drawn and the grounds for liability are
vague and uncertain as follows:

▪ For example, social media intermediaries are required to block content that is
“false or threatening and insulting or humiliating to a person”

▪ There is also a prohibition on their publishing “any content that goes against
existing laws”.

▪ Content that goes against “Decency, morality, social acceptance, social
values, against national culture” is also prohibited – but these terms have no
universal definitions, each person will have a different view.

20. Some of the grounds on which social media intermediaries are required to take down
content are similar to certain DSA provisions that have already been identified by
commentators as arbitrarily restricting freedom of speech and expression. These
grounds cover information/content that belongs to another person and to which the
user (who has hosted, displayed, uploaded, modified, published, transmitted, stored,
or shared it) does not have any right; is defamatory, obscene, pornographic, invasive
of another's privacy, including bodily privacy, insulting or harassing on the basis of
gender, libelous, racially or ethnically objectionable, relating or encouraging money
laundering or gambling, or otherwise inconsistent with or contrary to the laws in
force; is harmful to child; threatens the unity, integrity, defence, security or
sovereignty of Bangladesh, friendly relations with foreign States, or public order, or
causes incitement to the commission of any cognisable offence or prevents
investigation of any offence or is insulting other nation; is against the liberation war
of Bangladesh, spirit of liberation war, father of the nation, national anthem, or
national flag; is offensive, false or threatening and insulting or humiliating to a
person; hurts religious values and sentiment; creates enmity. hatred, or hostility
among different classes or communities of the society or destroys communal harmony
or creates unrest or disorder or deteriorates or advances to deteriorate the law and
order situation; contains software virus or any other computer code, file or program
infringes any patent trademark, copyright or other proprietary rights; violates any
law for the time being in force; deceives or misleads the addressee about the origin of
the message or knowingly and intentionally communicates any information which is
patently false or misleading in nature but may reasonably be perceived as a fact;
impersonates another person; designed to interrupt, destroy or limit the functionality
of any computer resource; breaches secrecy of the government; or is patently false
and untrue, and is written or published in any form, with the intent to mislead or
harass a person, entity or agency for financial gain or to cause any injury to any
person (Rule 6.01 (b) (i)-(xv)).

21. There is no grace period provided to platforms after registration for ensuring
compliance, whereas in the existing system a grace period (generally between six
months and one year) is provided for meeting the rules on compliance.
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22. There is no uniform mechanism to be followed by all intermediaries with regard to
establishing complaint officers. Therefore, each intermediary may have their own
mechanisms as the Regulation requires them to each have separate Resident
Complaint Officers.

23. The Regulation is over wide in its scope as it provides that intermediaries will be held
liable under section 64 of the Bangladesh Telecommunications Act, although the
BTRC is only empowered to act in relation to entities that are licensed by it.

24. Prohibited online content is defined as including among others, content that is
“obscene, against the liberation war of Bangladesh or the spirit of liberation war,
against the Father of the Nation, the national anthem, or the national flag, offensive,
false or threatening and insulting or humiliating to a person, threatens the integrity,
defence, or sovereignty of Bangladesh, hurts religious values or sentiment, creates
enmity, hatred, or hostility among different classes or communities of the society or
destroys communal harmony, creates unrest or disorder or deteriorates or advances
to deteriorate the law and order situation, breaches secrecy of the government” (Rule
6.01 (b)).

25. Such content constitutes an offence under the Digital Security Act 2018 (DSA) which
has already been widely criticised by journalists, lawyers and rights organisations as
being too vague and open to subjective interpretation creating a chilling effect on
freedom of expression. The constitutionality of the DSA has been challenged, and a
writ petition in this regard is currently pending hearing before the Hon’ble High Court
Division of the Supreme Court of Bangladesh. In these circumstances, terms from the
DSA should not be incorporated in this wholesale manner into the Regulation.

26. The Regulation does not require the seeking of consent from any user before an
intermediary removes content based on complaints relating to ‘any material which
exposes the private area of an individual’, ‘shows such individual in full or partial
nudity’, or ‘shows or depicts them in any sexual act or conduct,’ or is in the ‘nature of
impersonation in an electronic form’, including ‘artificially morphed images of such
individual’ (Rule 6.02 (b)). This is problematic, as a complaint to remove any such
content can either be made by the person who is depicted in the content, or by any
other person on their behalf. Since consent prior to removal is not required, a friend or
a family member may make a complaint for specific content to be taken down,
deeming it inappropriate for whatever reason, without first consulting the person who
is being depicted in it, perhaps even consensually. This absence of the requirement of
consent, therefore, enables a broad scope for curbing freedom of expression in the
online space, and is particularly concerning for gender diverse community members,
people using art and other media to explore creative expressions of their sexuality, and
even educators about body positivity, or sexual and reproductive health.

27. The Regulation contains provisions similar to the DSA (e.g., sections 21 and 27).
These sections are vague and uncertain. These could create a real chilling effect on
news providers, and is particularly problematic in cases where content is created and
published not to incite violence, for example (or destroy communal harmony, or
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deteriorate the law and order situation, to pick from amongst the grounds for content
removal provided in the Draft), but to simply raise issues of public interest and create
awareness.

28. Regulation 6.01(b)(vii) is similar to section 28 of the DSA (publication/broadcast of
any information on a website or in electronic format, which hurts religious sentiment
or values), and there is a risk, given the ongoing cases under the DSA which have
been widely reported in the media where members of religious minorities, including
very poor people, and juveniles face prosecution and been deprived of their liberty for
prolonged periods. For example, Jhumon Das, and Dipti Rani Das alias Odhora Dipti,
a 16-year-old college student, were arrested under the DSA on separate occasions, on
grounds of ‘hurting religious sentiment’. Both were denied bail and imprisoned for
several months (Dipti, a minor, had been jailed for fifteen months before she was
finally granted bail).

29. The Regulation allows social media messaging platforms to be monitored by the
Government to determine “the source of a threat”, but does not define a threshold for
when monitoring would be carried out, and does not set out any criteria for
determining what is a “threat”. The necessity and proportionality tests should be
followed whenever any court seeks information from intermediaries.

30. A court of competent jurisdiction or the BTRC by an order may require a social media
messaging platform for access to identification of the first originator of a message,
supported by a copy of such information in an electronic form, . The provision clearly
provides grounds when such order can be passed- only for the purpose of prevention,
detection, investigation, prosecution or punishment of an offence related to the
sovereignty and integrity of Bangladesh, security of the State, friendly relation with
foreign States, or public order, or incitement to any such offence or in relation to rape,
sexually explicit material or child sexual abuse material (Reg 7). Application of the
Regulation provisions can be discriminatory where the first originator of a message, a
non-Bangladeshi, might avoid the liability under the Regulation but the first
Bangladeshi person who spreads the content will be considered as the originator of
the message and will accordingly be held liable for the same, even if s/he is not the
original creator of the content.

Blocking of Information

31. The BTRC is given over-broad powers to block/remove online content within 72
hours of the content being published without giving any opportunity to the entity
concerned to show cause or be given an opportunity of a hearing, which is in violation
of the principles of natural justice. The grounds on which content may be removed go
even beyond the already over-broad and expansive language of existing legislation,
which has been subjected to consistent criticism and questioning by the media and
rights organisations, eg ‘hurting the image of the nation’ in the DSA, to include
‘insulting other nation’,  or ‘preventing investigation of an offence’  (Reg 10).

***
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